
 

DEPARTMENT OF MEDICAL ASSISTANCE SERVICES 

EMPLOYMENT OPPORTUNITY 
This Agency is charged with ensuring proper MEDICAID services to qualified recipients.  Please visit our website 

and the Commonwealth of Virginia’s website referenced below for additional information and qualifications. 

 

CHIEF INFORMATION SECURITY OFFICER 
Role Title: Information Technology Manager I 

Position #00207 
Pay Band 6, Level II, Hiring Range:  $57,342 - $115,00 

Closing Date: August 14, 2017 
 
The Virginia Department of Medical Assistance Services (DMAS) located in Richmond, Virginia is 

seeking a visionary, and engineering-centric leader to build a comprehensive and sophisticated program to 

ensure the security of Virginia Medicaid Program’s deployed solutions, critical information, and other 

data assets, and build upon that security discipline to better serve the agency and its million plus Virginia 

beneficiaries.  This position manages and directs the agency's overall IT security policies and procedures, 

applications and network security issues; supervising staff who will assist and/or carry out relevant 

information security system functions such as protecting, detecting and correcting controls for IT systems, 

disseminating relevant security information to staff and partners, administering security-related training, 

and conducting security investigations.  Qualified applicants must possess a thorough understanding of 

information security practices and policies, applications and network security issues.  Requires 

considerable knowledge of, and experience in, security administration, including day-to-day knowledge 

of the operation of security devices (hardware and software).  Requires experience in the development 

and maintenance of security policy, procedures and plans.  Must have an understanding of network and 

system architectures, and experience with implementation of new systems.  Requires experience in the 

examination of new security technologies to evaluate how they may affect organizational risk.  Must have 

considerable experience in the fields of Information Security or Information Systems Review.  Requires 

demonstrated ability to supervise professional staff that perform relevant information systems security 

functions.  Must have ability to effectively interact and communicate orally and in writing with various 

levels of management and staff, both internally and externally, to ensure the highest level of security is 

maintained.  Bachelor’s degree preferred or equivalent combination of education and experience that 

demonstrates the capability to perform the job; Masters' degree in a related field and Certification as an 

Information Systems Security Professional, Information Security Manager or Information Systems 

Auditor is preferred.   

 

ONLINE STATE APPLICATION REQUIRED 
Resumes will not substitute for state applications.  DMAS will only accept online applications submitted through the RMS by 

11:59 p.m. on the referenced closing date.  Faxed, emailed, or hand delivered applications or resumes will not be accepted and 
resumes will not substitute for a complete state application.  Applications must include complete work history, including periods 
of unemployment if applicable.  Consideration for an interview is based solely on the information within the application. 

 
Receptionist: 804-786-5408, TDD 800-343-0634 

Web Sites for Vacancy Listings 

RMS: https://virginiajobs.peopleadmin.com/ 
DMAS:  http://www.dmas.virginia.gov/Content_pgs/ab-emp.aspx  

Applicants who require accommodation to apply for Agency openings should contact the DMAS receptionist for 

assistance.  EEO/AA/ADA 


